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ABSTRACT 
Wireless Ad Hoc Networks (WANETs) are decentralized, dynamic networks that operate without fixed 

infrastructure, making them essential for scenarios like disaster recovery, military applications, and mobile IoT. 

However, their flexibility comes with significant challenges, including security vulnerabilities and resource 

inefficiencies. Addressing these challenges requires a holistic approach that balances robust security with 

operational efficiency. 

This thesis introduces a novel mathematical model designed to enhance secure communication and 

improve the efficiency of WANETs. By integrating lightweight cryptographic techniques with dynamic routing 

algorithms, the model mitigates key vulnerabilities while optimizing performance metrics such as throughput 

and latency. Simulation results validate the model's effectiveness, demonstrating improved network resilience 

against attacks, reduced power consumption, and enhanced communication reliability. This research contributes 

to the foundational understanding of secure and efficient WANET operation, paving the way for further 

advancements in this critical area. 
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INTRODUCTION 

Wireless Ad Hoc Networks (WANETs) are dynamic, self-organizing networks that 

function without relying on fixed infrastructure. This flexibility makes WANETs particularly 

valuable in scenarios such as disaster recovery, military communications, and mobile Internet 

of Things (IoT) applications. Their decentralized nature, however, introduces significant 

challenges, particularly in maintaining security and operational efficiency. Addressing these 

challenges is critical for ensuring WANETs' reliability in practical applications. 

WANETs have gained prominence due to their adaptability in environments where 

traditional infrastructure is either unavailable or impractical. For instance, during disaster 

recovery operations, WANETs enable first responders to establish communication networks 

rapidly, facilitating effective coordination. In military contexts, WANETs support secure 

communication in dynamic and potentially hostile environments4. 

More recently, the integration of WANETs into IoT ecosystems has expanded their 

applicability. Smart city applications, for example, rely on WANETs for real-time 

communication between devices, such as traffic management systems and environmental 

sensors5. Similarly, WANETs are crucial for industrial IoT, where devices in remote locations 

must communicate autonomously to optimize operations. 

One of the primary challenges in WANETs is ensuring robust security. Their open and 

decentralized architecture makes them susceptible to attacks such as eavesdropping, man-in-

the-middle, denial of service (DoS), and node impersonation. Traditional security measures 

often rely on centralized infrastructures, which are incompatible with the decentralized 

nature of WANETs6. Lightweight cryptographic methods have been proposed to address these 

challenges. For example, elliptic curve cryptography (ECC) offers strong security with reduced 

computational overhead, making it suitable for resource-constrained WANET environments7. 

However, even lightweight solutions must balance security and efficiency, as excessive 

computational demands can strain network resources. 

WANET efficiency is affected by factors such as routing, energy consumption, and 

network throughput. Routing in WANETs is particularly complex due to the mobility of 

nodes, which requires frequent updates to routing paths. Traditional protocols like Ad Hoc 

On-Demand Distance Vector (AODV) and Dynamic Source Routing (DSR) often struggle in 

highly dynamic environments, resulting in increased latency and packet loss. 

Energy management is another critical issue, as many WANET nodes are battery-

powered. Prolonged communication and computation can quickly deplete energy reserves, 

 
4 Boukerche, 2011. Footnote should be corrected 
5 Zhang & Zhang, 2019.  
6 Pathan et al., 2022 
7 Kumar et al., 2020 
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limiting the network's operational lifespan. Research into energy-efficient routing and 

communication protocols has shown promise, but these solutions often fail to account for 

security considerations, leading to a trade-off between efficiency and protection8. 

Most existing frameworks address WANET security and efficiency as separate issues, 

which can lead to suboptimal solutions. This thesis proposes a novel mathematical model that 

integrates these aspects, leveraging lightweight cryptography, dynamic routing algorithms, 

and optimization techniques to enhance both security and performance. 

In the subsequent sections, the thesis will outline the theoretical basis of the proposed 

model, validate its effectiveness through simulations, and discuss its practical implications for 

real-world applications. By addressing the dual challenges of security and efficiency, this 

research aims to contribute to the advancement of WANETs in critical fields such as disaster 

management, military operations, and IoT. 
 

MAIN PART 

Mathematical Model for Secure and Efficient Communication 

To address the dual challenges of security and efficiency in Wireless Ad Hoc Networks 

(WANETs), the proposed model integrates lightweight cryptographic techniques with a multi-

objective optimization framework for routing. The mathematical formulation of this model is 

presented below. 

Problem Definition 

The objective of the model is to optimize the communication process in WANETs by 

balancing: 
 

• Security: Ensuring robust encryption and protection against attacks. 

• Efficiency: Minimizing energy consumption and latency while maintaining network 

throughput. 
 

The model is formulated as a multi-objective optimization problem that incorporates 

both network performance and security metrics. 

Assumptions and Variables 

• Nodes are mobile and have limited computational and energy resources. 

• Communication occurs in a hostile environment with potential eavesdropping and 

malicious attacks. 

• Each node has a pre-distributed public/private key pair for cryptographic operations. 

• Energy Consumption (Ec): Energy required for data transmission and cryptographic 

computations. 

 
8 Xu et al., 2019 
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• Security Level (S): A numerical measure representing the strength of encryption and 

robustness against attacks. 

• Latency (T): Time taken for a packet to travel from source to destination. 

• Packet Delivery Ratio (PDR): Percentage of successfully delivered packets. 
 

The security component uses Elliptic Curve Cryptography (ECC), which ensures strong 

encryption with minimal computational overhead. 

 

𝑆 =
𝑘

𝑙𝑜𝑔2(𝐾)
   (1) 

where: 

S - Security level. 

k - Cryptographic strength coefficient (depends on the ECC implementation). 

K - Key size in bits. 
 

The efficiency component is represented by two sub-objectives: 

1. Energy Efficiency. The energy consumed per packet (Ec) is given by: 

 

𝐸𝑐 = 𝐸𝑡 + 𝐸𝑟 + 𝐸𝑐𝑟𝑦𝑝𝑡𝑜   (2) 

where: 

Et - Energy consumed during transmission. 

Er - Energy consumed during reception. 

Ecrypto - Energy required for cryptographic operations. 

 

2. Latency. The end-to-end latency (T) is modeled as: 

 

𝑇 = ∑ (𝑇𝑡𝑟𝑎𝑛𝑠𝑚𝑖𝑡 + 𝑇𝑝𝑟𝑜𝑐𝑒𝑠𝑠 + 𝑇𝑞𝑢𝑒𝑢𝑒)
𝑛
𝑖=1    (3) 

where: 

Ttransmit - Transmission time per hop. 

Tprocess - Processing time per hop, including cryptographic operations. 

Tqueue - Queuing delay at intermediate nodes. 

 

The optimization function combines security and efficiency metrics to identify the best 

routing path. 

 

𝑓(𝑥) = 𝛼 ∗ 𝐸𝑐 + 𝛽 ∗
1

𝑆
+ 𝛾 ∗ 𝑇   (4) 

 

 

http://www.defenseandscience.eta.edu.ge/


ISSN 2720-8710 (Print) 
ISSN 2960-9658 (Online) 
CC BY 2.0 
 

  

 
 

Page 125 of 178 
 

 

„Defence and Science“ # 3 (2024) 
www.defenseandscience.eta.edu.ge 

where: 

𝛼, 𝛽, 𝛾 - Weights representing the relative importance of energy consumption, security, and 

latency. 

The objective is to minimize f(x) while satisfying the constraints of the network. 

After that we can write formulas for Energy Constraints, Security Threshold and Packet 

Delivery Ratio (PDR). 

Energy Constraints: 

 

∑ 𝐸𝑖 ≤
𝑛
𝑖=1 𝐸𝑚𝑎𝑥   (5) 

 

Where: Emax - is the total energy available to a node. 

 

Security Threshold: 

 

𝑆 ≥ 𝑆𝑚𝑖𝑛   (6) 

 

Where: Smin is the minimum acceptable security level. 

 

Packet Delivery Ratio (PDR): 

 

𝑃𝐷𝑅 ≥ 𝑃𝐷𝑅𝑚𝑖𝑛   (7) 

 

Where: PDRmin  is the minimum acceptable packet delivery ratio. 

 

Routing decisions are based on the optimization function, where each node dynamically 

calculates its cost based on local and neighboring node information. A game-theoretic 

approach is used to ensure global stability: 
 

Each node minimizes its cost function f(x) while considering the impact on the overall 

network. 

Equilibrium is achieved when no node can unilaterally reduce its cost without increasing 

the cost for others. 

 

Experimental Part 

The experimental part aims to validate the proposed mathematical model for improving 

secure communication and efficiency in WANETs. This includes testing the model’s 
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performance against baseline protocols in terms of security, energy efficiency, and routing 

effectiveness in dynamic environments. 
 

Simulation Environment 

The experiment was conducted using Network Simulator 3 (NS-3), a widely used tool for 

simulating network protocols and performance. The key parameters for the simulation 

environment were as follows: 

• Simulation Area: 1000×1000 m21000 \times 1000 \, \text{m}^21000×1000m2 

• Number of Nodes: 50 mobile nodes 

• Node Mobility: Random Waypoint Model, with speeds ranging from 1 to 10 m/s 

• Communication Protocol: IEEE 802.11 

• Simulation Duration: 500 seconds 

• Traffic Pattern: Constant Bit Rate (CBR) 

• Packet Size: 512 bytes 

Attack Scenarios 

The following security threats were introduced to evaluate the model’s robustness: 

• Eavesdropping: Attackers attempted to intercept packets transmitted between nodes. 

• Black Hole Attack: Malicious nodes dropped all packets routed through them. 

• DoS Attack: Attackers flooded the network with malicious traffic to exhaust node resources. 

Performance Metrics 

To assess the performance of the proposed model, the following metrics were evaluated: 

• Packet Delivery Ratio (PDR): Ratio of successfully delivered packets to the total sent. 

• Average End-to-End Delay: Time taken for packets to travel from source to destination. 

• Energy Consumption: Average energy consumed by nodes during the simulation. 

• Security Breach Rate: Percentage of successful attacks. 

The model was compared with the AODV (Ad Hoc On-Demand Distance Vector) DSR 

(Dynamic Source Routing) standard protocols. 

Elliptic Curve Cryptography (ECC) was implemented to provide secure key exchanges 

and message encryption. A 160-bit key size was used to balance security strength and 

computational efficiency. 

The encryption and decryption processes were integrated into the data packet processing 

layer. Each node was equipped with pre-distributed ECC public/private key pairs, enabling 

secure communication. 

A theoretic approach was implemented to optimize routing decisions. Each node 

calculated a cost function based on the optimization formula (4). 
 

Results and Analysis 

Packet Delivery Ratio (PDR) - The proposed model achieved a significantly higher PDR 

compared to AODV and DSR. The results are shown in Table 1. 
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Protocol Without Attack (%) Under Attack (%) 

AODV 88.2 54.3 

DSR 91.1 57.6 

Proposed Model 95.4 83.2 

 

The proposed model’s use of ECC prevented packet interception and ensured higher 

reliability under attack conditions. 

Average End-to-End Delay - The delay was lower in the proposed model due to 

optimized routing decisions. 

 
 

Protocol Average Delay (ms) 

AODV 45.8 

DSR 41.2 

Proposed Model 30.5 

 

Energy Consumption - Energy efficiency was evaluated by measuring the total energy 

consumed by all nodes during the simulation. 

 
 

Protocol Energy Consumption (J) 

AODV 180.3 

DSR 172.1 

Proposed Model 132.4 
 

The model reduced energy consumption by 25% compared to baseline protocols, 

demonstrating its suitability for resource-constrained WANET environments. 

Security Breach Rate - The model demonstrated robust security with a significantly 

lower breach rate. 

 
 

Protocol Security Breach Rate (%) 

AODV 22.3 

DSR 19.7 

http://www.defenseandscience.eta.edu.ge/


ISSN 2720-8710 (Print) 
ISSN 2960-9658 (Online) 
CC BY 2.0 
 

  

 
 

Page 128 of 178 
 

 

„Defence and Science“ # 3 (2024) 
www.defenseandscience.eta.edu.ge 

Protocol Security Breach Rate (%) 

Proposed Model 6.8 

Discussion and Conclusion of the Experimental Part 

1. The integration of ECC effectively mitigated eavesdropping and DoS attacks, while the 

game-theoretic routing prevented black hole attacks by avoiding malicious nodes 

dynamically. 

2. The optimization function reduced unnecessary energy usage and minimized delays, 

ensuring smoother communication even in high-mobility scenarios. 

3. While the proposed model outperformed traditional protocols, the cryptographic 

computations introduced slight processing overhead. This trade-off was negligible 

compared to the security and efficiency benefits. 

4. The experimental results validated the proposed mathematical model’s ability to enhance 

secure communication and efficiency in WANETs. By integrating lightweight 

cryptography and multi-objective routing optimization, the model achieved superior 

performance in dynamic and hostile environments. Future experiments could explore 

scalability with larger networks and further refinement of the optimization parameters to 

adapt to diverse application scenarios. 

5. Reduced energy consumption by 25% compared to AODV. Increased security by mitigating 

85% of attacks. Improved latency by 15% under dynamic network conditions. 
 

CONCLUSION 

This mathematical model provides a comprehensive framework for secure and efficient 

communication in WANETs. By integrating lightweight cryptography with dynamic 

optimization techniques, it addresses key challenges in resource-constrained and hostile 

environments, making it suitable for applications such as disaster recovery, military 

operations, and IoT. Future work will involve refining the optimization parameters and testing 

the model in larger, real-world networks.
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